
Board of County Commissioners 
Agenda Request 

Requested Meeting Date: 03/26/2024 

Title of Item: Backup Solutions 

10A 
Agenda Item # 

I✓ I REGULAR AGENDA
Action Requested: D Direction Requested

□ CONSENT AGENDA I✓ I Approve/Deny Motion D Discussion Item 

□ INFORMATION ONLY
D Adopt Resolution (attach draft) D Hold Public Hearing* 

*provide copy of hearing notice that was published

Submitted by: Department: 
Chris Sutch 

Presenter (Name and Title): 

Chris Sutch 

Summary of Issue: 

IT 

Estimated Time Needed: 

15 Minutes 

Aitkin County's current backup solution is at the end of both its life cycle and capacity. I propose the solution from 
Rubrik will best fit the County's needs as a replacement. The cost of the proposal is $217,745.45; This cost includes 3 
years of maintenance. Rubrik is a backup solution as well as a cyber security appliance. This consists of an appliance 
that will be installed in Aitkin's data center. This will provide an immutable backup copy on-premise while also 
uploading to Rubrik's Azure cloud. Additionally, Rubrik's enterprise subscription offers data analytics that can help us 
recover from threats such as a ransomware attack faster and with less difficulty. Among these analytics is anomaly 
detection within the backup enabling us to determine a clean backup point avoiding reinfection by restoring infected 
files. In addition, this would enable us to determine what specific information may have been exfiltrated. Furthermore, 
in the event of a ransomware attack, Rubrik provides a Ransomware response team to assist with recovery. 

We estimate that cloud storage will cost around $32,000 per year, however the first year of cloud storage provides 
100TB free and the remaining cost for year 1 of cloud storage will be $12,847.25 which is included in the total listed 
above. 

Alternatives, Options, Effects on Others/Comments: 

An alternative proposal IT has reviewed is a software package called Veeam($31,802 for 3 years}, with an Exagrid 
storage array($112,000) Adopting this would also require adding a cloud storage at an estimated $46,000/year 
(estimated based on 165TB in Amazon S3 cloud - at $23/TB/month) for a total of $189,802 - Exagrid would provide the 
immutability, but not the additional analytics to determine clean restore points/exfiltrated data. a 

Recommended Action/Motion: 

Approve the purchase of Rubrik in the amount of $217,745.45 

Financial Impact: 
Is there a cost associated with this request? I✓ I Yes D No 
What is the total cost, with tax and shi

,
pin

l
? $ 217,745.45

Is this budgeted? I✓ I Yes No Please Explain: 

IT has budgeted 40,000 and planned use 20,000 of Recorder Tech funds. I request the balance of $157,745.45 to paid 
utilizing FRF dollars. IT did under budget for this project, I had failed to anticipate Aitkin's substantial data growth from 
approximately 16TB to over 35TB. 

Legally binding agreements must have County Attorney approval prior to submission. 



MN-County of Aitkin

Pricing Proposal
Quotation #: 24617516
Created On: 311412024
Valid Until: 41612024

lnside Account
Executive

Robert D'Addario
290 Davidson Ave
Somerset, NJ,08873
Phone: 732317€967
Fax:
Ernail robert_daddario@shi.com

Aty Your Price

Ghris Sutch
209 Second Street NW
Aitkin, MN 5O431

United States
Phone: 21 8-927-731 8
Fax:
Ernail chris.sutch@co.aitkin.mn.us

All Prices are in US Dollar (USD)

Product Total

PROFESSIOML SVqS ONSITE SVCS INSTALLATION
Rubrik - Parff: M-PSINSTONST
Contract Name: Open Market
Confacl #: Open Market
Note: Onsite lnstall

1 $7,500.00 $7,500.00

2 SC GO/ERNMENT ENTERPRISE EDM@LDS N ruSABLE BETB PREMIUM SUPPORT
PR

Rubrik - Par#: R9BT-EERSCG+E-PP
Gontnact Name: Open Market
Contract#: Open Market
Note: 3 Year Term

60 $2,414.12 $144,847.20

3 PREM SUP FOR R6MOS HARDIA/ARE SVCS PREPAY
Rubrik - ParS: RS-HW-SVGPE€2
Contnac't Name: Open Market
Contract#: Open Market
ilote: 3 YearTerm

1 $1 1 ,139.00 $1 1 ,139.00

4 CV@VC BACKUPtsETB PREMIUM SUPUCS BACKUP/BETB PREMIUM SUPPORT
PREPAY

Rubrik - Part#: RS-BTCVBGPE+P
Contract Name: Open Market
Contract#: Open Market
Note: 1 Year

100 $0.00 $0.00

5 SECURITY CLD GOV IvI365 PROTECT CLDS FOUNDATION PREM SUP PREPAY
Rubrik - Par#: R$UR-FE-MDGPE+P
Contract Name: Open Market
Contract#: Open Maket

500 $40.66 $20,330.00

6 CVCO\rc BACKUP/BETB PREMIUM SUPUCS BACKUP/BETB PREMIUM SUPPORT
PREPAY

Rubrik - Part#: RS-BTCVB{FPE-PP
Contract Name: Open Market
Contracl#: Open Market
Note: 1 Year

65 $197.65 $12,U7.25



7 RErcSSAPPLIANCE96T896GB PERP IOGBASE-TSMC
Rubrik - Part#: RllA€408S42
Contnact Name: Open Maket
ConUad#: Open Market
Note: Hardware

1 $21,082.00 $21,082.00

To0al 8217,745.45

Addltional Comments

Rubrik has a no retums policy.

Please note, if Emergency Gonnec'tivity Funds (ECF) will be used to pay for all or part of this quote, please let us know as we will
need to ensue compliance with the funding prcgram.

Hardware items on this quote may be updated to ref,ec{ changes due to industry wide constraints and fluduations.

The prcducts offered underthis proposal arc Open Market and rcsold in a@tdan@ with the terms and nnditions at SHI Qnline
Customer Resale Terms and Conditions.



MN-County of Aitkin

Pricing Proposal
Quotation #: 244'14949
Created On: 112412024
Valid Until: 212212024

lnside Account
Executive

Robert D'Addario
290 Davidson Ave
Somerset, NJ,08873
Phone: 732-3'176967
Fax:
Ernail robert_daddario@shi.com

Aty Your Price

Ghris Sutch
209 Second Street NW
Ai[<in, MN 58131
United States
Phone:

Fax:

Ernail chris.sutch@co.aitkin.mn.us

All Prices are in US Dollar (USD)

Product Total

,I VEEAM DATA PLATFORM FOUNDATION UN]VERSAL SUBSCRIMON LICENSE.

INCLUDES ENTERPRISE PLUS EDflON FFAruRES. l0lNSTAl,lCE PACK 3YEARS
suBscRtmoN UPFRoNT BILL|NG & PRODUCTION (2414 SUPPORT. PUBLIC

SECTOR
Veeam - ParS: PfDNWL-01€U3YP40
Contlac{ Name: Open Market
Conlracl#: Open Maket
Note: 3 Year

7 $2,936.00 $20,552.00

2 VEEAM BACKUP FOR MICROSOFT 365. 3 YEARS SUBSCRMON UPFRONT BILLING

& pRoDUCTtON (2417)SUPPORT. PUBLTC SECTOR.

Veeam - P aft#:. P-VBO365{U€U3YP40
Contract Name: Open Market
Contract#: Open Maket
Note: 3 Year

$4s.00 $11,250.00

Total $31,802.00

Additional Comments

Veeam has a no retums policy.

Please note, if Emergency Connectivity Funds (ECF) will be used to pay for all or part of this quote, please let us know as we will
need to ensure compliance with the funding prognm.

Hardware items on this quote may be updated to rcflect changes due to industry wide constraints and fluctuations.

The products offered under this proposal arc Open Market and rcsold in amrdance with the terms and nnditions at fr!:@!!@
Customer Resale Terms and Conditions.

250



e@tp

valid until March 31, 2024

All quotes from reseller to end user must abo include pricing expiration date - indicated above.

Aitkin

Febtuaty 2,2024

qty. List Price Discount
Price

E{snded Price

101,442$ $ 51,248 51,248.41$EX54-SEC
lolsf capacity: naw: 162 TB, Useable: 'log TB. 54 TB

lFull Backup. lncludes 1 10 Gigabit Add on Card Disks

lare 
encrvnted=X5+SEC

s 54,837 $ 27,693 27,692.67$EX27-SEC lolrr c"p""ity, n"*' z2 TB, Useable: 54 TB. 27 TB Full

lBackup. 

Disks are encrypled.
EX27-SEC

EX-1OGBE-OPTICAT 2 $ 2,700
llo Gigabit Elhemet Dual Port SFP+ Opti€l Option for
lall Exacrid models. lncludes lw qualified SFP+ short-

lrange Modules.
EX-lOGBE.OPTICAL $

$ 78,941.0ESystem Cost 161,719$

$ 32,365.843YR-S-M&S EX-3YR-MS-S
Three year 5 x 8 Customer Suppo.t and p@duct

Maintenan€
$ 66,305

2%,A24 $, flr,306.99.

.i. ,1;.',.i .:.r.1,.-.i-.i:):i{,'3; : }' : ;::"+!.:':i f.

t"i,'.J:.; .-.i;,..i'.:1,.:..-,':, :'.: . ^..^.1 .. .i

Poinl releases

Full version rcleases

Phone support (5x8)- 2 hour business day rcsponse

Email support (5x8) - 2 hour business day response

HW repair: repla@ment part shipped for next business day delivery (custorer replaceable)

lot7fl4

Payment is due llet 30 days fom shipment

FFight - FOB point of shipment

Customer is responsible for appli€ble iaxes and shipping (NOT included in the quole).

Subsequent year maintenan@ Enemls €n be increased by up to 3% peryear


